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Metasploit framework Course

. Ethical hacking basics
. Metasploit Basics
. Metasploit Interfaces
. msfconsole
. msfcli
. armitage
Metasploit Utilites
. Penetration basics
. Metasploit usages
. auxilary modules
. exploit modules
. payloads
Intelligent gathering
. Exploitation kung-FU
. client side exploits

b. browser based exploits
c. dll hijecking exploits

d. server based exploits
9. Advanced exploitation
a. types of payloads

10.
11.
12.
13.
14.
15.
16.
17.
18.

Multiencoding and AV evasion
Meterpreter scripting

Post exploitation

Auxilary modules

Social engineering toolkit
Fasttrack

Sql injections

Karmetasploit

Post exploits to metasploit



